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Abstract

The pandemic caused by Covid 19, and the emergence of the Russian-Ukrainian
war conflict have generated global implications, but primarily threats the stability in
the European context. The key focus of this study is on the critical infrastructures (CI)
and how a disruption in it can challenge the stakeholders of the food supply. Critical
infrastructures are those systems that provide essential services to society (see
defence, management of the economy, public health, and security of people), the
failure or even their destruction would have a serious impact on the sustainability of
the fundamental infrastructures of a country. The methodology applied is the
exploration of the literature and available secondary data about critical infrastructures
in Hungary and Germany as well as stakeholder mapping. The aim of this conceptual
paper is to identify key stakeholders in case of a disruption in the critical infrastructure
relevant for the food supply, especially focusing on the transportation related CI when
studying Hungarian and German practices. The findings are compared based on the
strong economical dependency of the two countries. Main finding of the study is that
amodel was used to categorize food supply stakeholders into 4 categories (supportive,
marginal, mixed blessing, non-supportive). This categorization along 2 dimensions
(stakeholder's potential for threat FSC's CI and stakeholder's potential for cooperation
with FSC in CI) was developed and carries an important message for policy makers
about who and in what processes can be involved in case of disruption. The research
limitations include the number of examined critical infrastructures and the possibility
of non-reachable information connected to topic hidden by the governments. The
authors aim to continue the research and involve more European countries to the
analysis.
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1. INTRODUCTION

The Covid-19 pandemic and the Russian-Ukrainian war have global
implications, particularly threatening stability in Europe. The study focuses on critical
infrastructures, specifically the challenges for the food supply. Critical infrastructures
are vital systems that provide essential services. Failure or destruction of these
infrastructures would have a significant impact on the sustainability of society.

The methodology employed involves exploring literature, websites and other
available secondary data on critical infrastructures in Hungary and Germany to reveal
the most important stakeholders who have meaningful impact on the operations of the
CI or the damage of the CI may affect them seriously. The research compares the
critical infrastructures of Hungary and Germany, emphasizing their strong economic
dependency, and aims to identify best practices in food supply.

The goal of this conceptual paper is to identify and determine the power of the
key stakeholders of critical infrastructure in food supply, especially critical
transportation infrastructure, which is indispensable when disruptions happen.
Therefore, the main research question is when comparing German and Hungarian
approaches about food supply as critical infrastructure, what kind of
interdependencies exist between stakeholders, and how do they impact the operations?
A proper stakeholder map might help decision makers in involving the right
authorities and entities to achieve resilience. The methodology used is stakeholder
mapping which assesses the stakeholders along two dimensions: concern and power.

The paper is built up as follows. In the next chapters the theoretical background
will be introduced defining critical infrastructure and critical transportation
infrastructure as well as the German and the Hungarian approach. It will be also
pointed out how these affect the food supply. The paper will continue with the
methodology introduction, stakeholder mapping and the results of the analysis. In the
conclusion the findings will be summarized, the limitations and future plans will be
introduced.

2. CONCEPTUALIZATION

Before moving on to the research itself, it is important to gather and define the
key concepts related to the topic, such as infrastructure, critical infrastructure and
critical transport infrastructure as well as its resilience. In addition, in order to properly
link the concept with the food industry, the most important concerns were also
collected which may characterise critical infrastructures in food supply.

Starting from the historical basis, the commitment to identify and protect critical
infrastructure is not new, as from very early history, networks (e.g. a road or water
pipeline network), a range of facilities, equipment, objects, products and services that
played a key role in the life of a society were identified (Bonnyai, 2019).
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Infrastructure is understood as a "system of interdependent networks" (Bonnyai,
2019: 31) that is "man-made" (Cecei and Moérocz, 2004) and consists of indispensable
elements that are indirectly linked to production processes (Cecei and Mérocz, 2004),
which already includes both tangible (e.g. a road network) and intangible (e.g. a
supply chain that uses the physical infrastructure) assets (Fjdder, 2016). Connected to
this, Stone and Rahimifard (2018) define resilience as the speed at which a system
resists and returns to its original equilibrium state. However, it is also possible that
there are multiple equilibrium states rather than a return to the original state. The
concept of adaptive resilience challenges this closed system thinking, recognizing that
constant interactions and environmental changes prevent the attainment of a stable
equilibrium state (Folke, 2016).

Critical infrastructure types or categories are not independent, they are
interconnected and rely on each other. The volume of this interdependency is shown
in Table 1. For example, the focus of the paper is food supply which is considered as
part of a nation’s critical infrastructure (in Germany and in Hungary, too), but it is
highly dependent on the critical transportation infrastructure (transporting goods), the
critical cyber infrastructure (communication between supply chain members), critical
financial infrastructure (payments through banks) etc. From these all, this paper will
focus on critical transportation infrastructure from the food supply perspective.

Table 1 Interdependency of critical infrastructures

Energy [[TC [Transport [Water [Food [Health[Fin. [[ndustry|Gov.[Pub.Sec
[Energy XX XXX XX XX XXX XX [XXX X X
ITC XX X X XX XXX [XXX XX X
Transport X XXX X X XX X XX
\Water XX X X X X XX
Food XX X X X XX
Health X XX X XX
Finance XX XX XX
Industry X XX
Legal order - XX
Government
Public
Security

Source: own edition (the growing number of “X”-s means the increasing volume of
interdependency
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The reviewed critical infrastructure literature deals mainly with energy security
(Yusta et al., 2011), cyber security (Linkov et al., 2019) and financial infrastructure
security (Langenohl, 2020), but less emphasis is placed on food supply and the food
supply chains. This paper aims to fill this gap. The aim of the study is to examine the
German and Hungarian critical transport infrastructure from the perspective of the
food supply chain and to identify the stakeholders which can contribute to the resilient
operations in this economically important sector.

2.1 Critical infrastructure, threats and sectors

In this section, it is worthwhile to interpret the concepts of critical infrastructure
(CI) as defined by the EU and at national level. Critical infrastructure, as defined by
the EU, is "those physical assets, services, information technology facilities, networks
and property, the disruption or destruction of which would have a serious impact on
the health, peace, security or economic well-being of Europeans or on the effective
functioning of the EU and its Member States' governments” (EUR LEX Green Book,
2005). Critical infrastructure, therefore, is understood at EU level as an interdependent
network between two or more Member States, not specifically defined for military
purposes, but as a definition of unity for the EU, based on principles such as
subsidiarity, complementarity, confidentiality, cooperation and proportionality (EUR
LEX Green Book, 2005)

At the national level, Brown et al. (2006) argue that critical infrastructure can be
defined as infrastructure that represents a significant public investment and where
even minor disruptions can degrade system performance and cause significant social
harm. According to Barroca et al. (2012), an infrastructure should be considered
critical if its failure, disruption, breakdown or damage threatens the security,
economy, livelihood, well-being and/or public health of a city, region or even state.

Critical infrastructure is defined at the national level as "a network of
interconnected, interactive and interdependent infrastructure elements, facilities,
services, systems and processes that are vital to the functioning of the country
(population, economy and government) and play a meaningful role in maintaining a
socially required minimum level of legal certainty, public safety, national security,
economic viability, public health and environmental condition” (Hungarian National
Legislative Reference Manual, 2008).

The critical infrastructure definitions have similarities as well as differences. The
EU’s approach has been extended with cyber-security in the recent years, as a reaction
to the Covid19-crisis. All in all, the definitions contain the following common
components which can be regarded as fundamental characteristics of CI:

e network of facilities or entities

e vital role from the society's point of view
e which in case of demage, could lead to severe econonomic and social
consequences.
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Even though the CI is interpreted by each nation which all have national
strategies, these infrastructure elements are not independent, heavily interconnected
and this way the countries rely on each other.

2.1.1 Critical infrastructure’s threats

Critical infrastructure threats can be classified in a number of ways, including
Bonnyai's (2019) categorisation based on the Green Paper, which classifies threats
into three broad categories: “malicious acts”, “natural hazards” and “civilisation-
originated technological hazards”. While the first group includes acts of terrorism,
cyber-attacks, riots, wars and various economic and political motivations, the second
group includes events that are natural (e.g. a tsunami following a volcanic eruption
but we can consider here the climate risks as well), i.e. events that occur independently
of human actions. Finally, the third group includes 'civilisation-originated
technological hazards', which can be defined as hazards with industrial (e.g. nuclear
disruption, disaster, programming errors) or civilisation (e.g. the coronavirus
pandemic) sources (Bonnyai, 2019; Government National Legislative Reference
Manual, 2008). However, it is also possible to distinguish internal as well as external
hazards affecting the critical infrastructure.

2.1.2 Sectors of critical infrastructure

It is also important to identify the sectors, industries and sub-sectors that have
critical infrastructure, or are affected by the CI’s proper operations. The Hungarian
government decision 2080/2008 (30.V1.2008) applies the EU decree and includes the
elements of critical infrastructure in each sector, as shown in Figure 1.

Figure 1 Identified sectors of critical infrastructures
I. Energy
II. Information and communication technologies
III. Transport
IV. Water
V. Food
VI. Health
VII. Finance
VIII. Industry
IX. Legal order — Government
X. Public Security — Defence
Source: Hungarian government decree 2080/2008 (30.V1.) in line with EU regulations

Of the sectors listed in Figure 1, critical transport infrastructure will be analysed
from the perspective of food supply.
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2.2 Critical transport infrastructure

Critical transport infrastructure refers to the physical and virtual systems,
facilities, and networks that are essential for the transportation of people, goods, and
services. It encompasses a wide range of modes of transport, including road, rail, air,
waterways, and pipelines. Critical transport infrastructure plays a vital role in
facilitating economic activities, supporting social mobility, ensuring public safety,
and maintaining the functioning of a society. According to Pavi¢ et al. (2021) “a
critical transport infrastructure includes the physical elements, services, supply
chains, information technology (network and infrastructure) that play a key role in
the transport of people and goods, the health of the population, national security and
the efficient functioning of the state, society and economy” (Pavi¢ et al., 2021).

Critical transport infrastructure is characterized by its strategic significance, high
dependency, and potential impact on economic stability, public safety, and national
security. Disruptions or failures in these infrastructures can lead to serious
consequences, including the following (Taylor, 2008; Kiel et al., 2016; Horvath &
Csaba, 2015):

e Disrupted supply chains, causing shortages of essential goods and services.

e Economic losses due to reduced productivity, increased transportation costs,
and decreased trade.

e Impaired emergency response capabilities during natural disasters, accidents,
or public health crises.

e Restricted mobility and limited access to critical services, impacting public
welfare and social well-being.

e Compromised national security if transport assets are targeted or
compromised by malicious actors or occurring events.

Given the critical nature of transport infrastructure, it is crucial to ensure its
protection, resilience, and continuous operation. This involves implementing robust
security measures, regular maintenance programs, contingency planning, technology
enhancements, and collaborative efforts among various stakeholders, including
government entities, transportation agencies, operators, and private sector partners.

2.3 Critical transport infrastructure and food industry

It can be stated that critical transport infrastructure and the food supply chain are
closely interconnected and rely on each other for the efficient movement of food
products from producers to end consumers. If the vulnerability of the food supply
chain is seen and compared to the vulnerability of other networks classified into
critical transport infrastructure, it can be concluded that this structure is one of the
most vulnerable supply chains from many perspectives. It was proved during the early
stages of Covid-19 pandemic, in many cases caused by extreme climate events and
now during the Ukrainian-Russian war that disruptions in transportation can cause
desperate situations on the market. Therefore, it is necessary to examine the entities
of the food supply chain that are likely to be affected by a crisis situation (Horvath,
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2013). The whole food supply chain should therefore be examined, from raw material
supply to manufacturing and final product distribution, involving the possible
stakeholders. The main points to describe are the connection between the critical
transport infrastructure and food supply which are the following:

Supply chain logistics: critical transport infrastructure plays a crucial role in
the food industry's supply chain logistics. It enables the transportation of raw
materials (for example: from farms, fisheries, and agricultural regions) to
food processing facilities, food processing plants. It also facilitates the
movement of processed food products to distribution centres, markets,
restaurants, and retail outlets for consumers.

Timely delivery: efficient and reliable transport infrastructure is essential for
ensuring the timely delivery of perishable food items. Fresh products (for
example: different dairy products, seafood, and other temperature-sensitive
goods) require relatively quick transportation to maintain their quality and
safety.

Food safety and quality: reliable transport infrastructure supports food safety
and quality standards. Proper transportation conditions, including
temperature control, hygienic handling, and compliance with regulations,
help prevent contamination and maintain food integrity throughout the
supply chain.

Regional and international trade: transport infrastructure facilitates the
import and export of food products, allowing regions to access a diverse
range of food items and enabling countries to participate in the global food
trade. Ports, airports, and road networks are crucial for transporting food
commodities across borders, across the world.

Accessibility and food security: and adequate transport infrastructure
contributes to ensuring food accessibility and availability, particularly in
remote or underserved areas. Efficient transportation networks enable the
timely delivery of food to areas with limited local food production,
enhancing food security and reducing food deserts.

Emergency response and disaster management: during natural disasters or
emergencies, critical transport infrastructure is vital for delivering
emergency food supplies, humanitarian aid, and relief materials to affected
regions. Accessible and resilient transport systems are crucial for timely
response and recovery efforts.

Sustainability and environmental impact: transport infrastructure in the food
industry has implications for sustainability and environmental impact.
Efficient logistics planning, optimizing routes, and reducing carbon
emissions from transportation contribute to sustainable food systems and the
overall environmental footprint of the industry.

Overall, it can be concluded, that critical transport infrastructure is integral to
the functioning of the food industry, supporting the efficient movement of food
products, ensuring food safety, enabling regional and global trade, and contributing to
food accessibility and security, the relevance of the topic is crucial due to the
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vulnerability and sensitivity of the food supply chain (Horvath, 2013). Collaboration
between the transport and food sectors is crucial for addressing challenges, improving
efficiency, and promoting sustainable practices throughout the food supply chain.

3. RESEARCH METHODOLOGY

Freeman (1984) contends that in order to accomplish an organization's
objectives, it is crucial to acknowledge the impact of all stakeholders, whether they
are individuals or groups. The initial stage involves recognizing these stakeholders
and evaluating the extent of their influence and involvement. Each organization
possesses a unique stakeholder network that evolves dynamically over time, with
interests closely tied to different strategic matters. Therefore, decisions should
consistently identify the pertinent stakeholders and their interests, considering the
particular circumstances of each decision situation.

There are various methodologies to map the relationships between entities (e.g.,
organizations, industry actors, civil actors, governments... etc.). To map the links
between actors, value chain mapping, supply chain mapping or even stakeholder
mapping methodologies are suitable.

According to Mehrizi et al. (2009) the actors of the examined complex system
are linked together in several forms (Mehrizi et al., 2009). These factors can be the
level of interest, internal or external position, degree of relationship power (Styk &
Bogacz, 2022), or even the responsibilities, tasks, competencies and motivation can
determine the role of a stakeholder. The first step is always to understand their role
within the observed system, so mapping their relation power must be prioritised
(Nystrom et al., 2014).

Factors which influence the stakeholder mapping can be categorised in five
ways. Belonging factors (1) show information about to which stakeholder group
belongs the observed stakeholder. Stakeholder factors (2) refer to the possible role
characteristics e.g.: decision making, consulting, monitoring, supporting, while the
planning stage factors (3) introduce the phases where the stakeholder group is at the
moment of the observation (Zingraff-Hamed et al., 2020, p. 10). The category of
relation to the hazards (4) should be interpreted specifically in the case of Cls. They
tell about how strongly the stakeholder group is affected by the hazards regarding Cls,
are they key targets (direct affects) or side participants (indirect affects). At the end
the relation to Cls factor (5) highlights risk management tasks, it is observed how
strongly is the stakeholder group affected by negative events (Zingraff-Hamed et al.,
2020). After having collected the required data about the examined stakeholders the
visualisation of their relations is the next step.

For presenting a stakeholder there are various ways. An important tool is to
collect data using the above listed factors and turn them into variables for quantitative
purposes or we can focus on the value-added information competing the links between
the actors (Giordano et al., 2018; Walker et al., 2008). Both ways require detailed
information about the observed actors, that is what significantly differentiates
stakeholder maps from value or supply chain maps (Donaldson et al., 2020; Smith,
2012; Taylor, 2005).
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In this study, the stakeholder map of Polonsky (1996) will be used. In every
stakeholder mapping, the first step should be the identification of the stakeholders.
Everyone — individual or organization — have stake if they have a potential or ability
to influence the behaviour of an organization or a company (Polonsky, 1996 p.213).

Organizations can classify stakeholders along to their potential to threat or to
cooperate with an organization into 4 categories (Figure 2), along which different
strategies can be followed with them (Savage et al., 1991).

Figure 2 Classification of stakeholders

Stakeholder’s potential for threat to organization
High Low
Stakeholder’s High Mixed Blessing Supportive stakeholder
potential for stakeholder (iv) (1)
cooperaFlon.wnh Low Non-supportive Marginal stakeholder (ii)
organization stakeholder (i)

Source: Savage et al, 1991 p.65

Organizations aspire to have stakeholders who align with the organization's
objectives and initiatives. They prefer stakeholders of this kind, who demonstrate a
low potential for posing threats and a high potential for cooperation (i). Marginal
stakeholders (ii) are characterized by being moderately involved in the organization,
neither highly threatening nor remarkably cooperative. While they may have a stake
in the organization and its decisions, they typically display limited interest in most
issues. However, specific matters such as product safety, pollution, or greenmail have
the potential to mobilize these stakeholders and cause their willingness for either
cooperation or posing threats to rise. An organization and its managers find
stakeholders who exhibit a high potential for threat but a low potential for cooperation
to be particularly distressing (iii). When dealing with non-supportive stakeholders, it
is advisable to employ a defensive strategy initially. This defensive approach aims to
diminish the reliance that forms the foundation of these stakeholders' interest in the
organization. The mixed blessing stakeholder (iv) holds significant importance as the
organization deals with an individual or other organization whose potential for both
posing threats and cooperating is equally high. Collaborative efforts may be the most
effective approach in managing such stakeholders. By maximizing their cooperation,
potentially threatening stakeholders will encounter greater difficulties in opposing the
organization (Savage et al., 1991; Polonsky, 1996).

Since neither critical transport infrastructure nor food supply chain can be
regarded as an organization, the paper interprets to them as systems. So, in this paper
Savage’s stakeholder map will be applied to discover the entities which have influence

on or are affected by the critical transport infrastructure (CTI) system in food supply
chains (FSC).
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4. RESULTS AND DISCUSSION

In this chapter the authors will present systematically the critical infrastructure
approach of Hungary and Germany, the similarities and differences between them.
Then food supply’s critical infrastructure will be in the focus especially the critical
transportation infrastructure dimension. The main findings are introduced in the third
sub-chapter whereas the stakeholders of the critical food supply infrastructure are
presented and classified.

4.1 Comparison of German and Hungarian CI approach

Based on secondary data (official communication of the governments of
Hungary and Germany and related organisations) we conducted an analysis to detect
the differences and common characteristics within the management and strategy
building of the two observed nations. Table 2 shows the factors and result of the

analysis.

Table 2. Comparison of German and Hungarian CI approach

services provided by them, which
are essential for the performance
of vital social functions - in
particular, health care, personal

and property security of the
population, provision of
economic and social public

services, national defence - and
the loss of which would have
significant consequences due to
the lack of  continuous
performance of these functions
(Act CLXVI0f 2012, § 1 (j))

Hungary Germany
Definition at a | Critical system element: a | Critical infrastructures
national level service, asset, facility or system | (KRITIS) are
element belonging to one of the | organisations and
specified sectors, as well as the | facilities of vital

importance to the state
community, the failure or

impairment of which
would result in lasting
supply bottlenecks,

significant disruptions to
public safety or other
dramatic  consequences
(BSI website, 2023).

Methodology Centralised, outsourced into the | Centralised

for hands of disaster management | (governmental level) and

management authorities (65/2013 (III.  8.) | decentralised both

Government Decree) (individual decision-

making power of Federal
states)

Content 10 sectors, separated regulations | 10  sectors, separated

(sector) per sector regulations per sector
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Content (food
as subsector)

Specialisation for food producers
and traders, food service
Task-responsibility declaration

Specialisation for food
producers and traders
Task-responsibility

declaration

Relation to the
EU strategy

Direct  (national  regulation
followed the EU reg. 4 years later)
derived from the EU directive
(COUNCIL DIRECTIVE
2008/114/EC, 2008)

Direct, completed with
resilience questions from
2022

Way of | Based on regulations, | Derived from EU strategy,
communication | representatives of some sectors | centralised through the
communicate on their own website of the government
and each Federal states,
websites from charities
Stakeholders Government, disaster | Government, Federal
involved management authority (enabled | states, charities
for management of CIs in
Hungary)

Source: Hungarian: Act CLXVI of 2012, § 1 (j)), 2012, 65/2013 (III. 8.) Government
Decree; German: BSI website, 2023; Both: COUNCIL DIRECTIVE 2008/114/EC, 2008

The Hungarian and the German governmental strategies regarding critical
infrastructures can be followed back to the legislation of the European Union from
2008 (Council Directive 2008/114/EC, 2008). Both governments apply the definition
from the EU directive and frame it in form of domestic legislatives (BSI website,
2023, 2080/2008. (VI. 30.) legislative, 2008). The first differences appear within the
applied methodologies in the management tasks of critical infrastructures. Hungary
directly delegates the task to a subordinated public organisation specialised for
disaster management (disaster management authority), while the German government
selected in addition to the disaster management representatives. This shows that the
management tools are differently selected, and this might probably thank to the size
and structure specialities of the countries. Germany highlights the importance in IT
safety and starts dealing with critical infrastructures from the perspective of IT safety
(PWC website, 2023). On the other hand, both governmental organisations established
for disaster management deal with the following topics: identification of CI-s, risk
management, crisis management (BBK website, 2023a, DMA website, 2023.).
Germany allows the Federal states to complete the governmental legislations and
strategies on their own. In comparison Hungary gives the decision-making power to
one centralised public organisation (controlled by the government), not to the
counties.

There is no significant difference within the critical infrastructures, both
governments focus on the 10 sectors determined by the European Union (Council
Directive 2008/114/EC, 2008). In addition, Germany has given an updated
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complement to the previous existed legislation since 2022 with a special focus on
resilience (Bundestag report, 2023). This effort shows that Germany wants to focus
on prevention and resilience not only disaster management (when the disruption has
happened). This perspective is rarely applied by the Hungarian government, it behaves
mainly reactively in a crisis situation, and rather the procedures come to the fore first.

This pro-, and reactive behaviour also appears in the way of communication of
both countries. In Hungary there is no well-structured webpage of the government (or
a governmental authority) which tells transparently and in detail the public about the
critical infrastructures and the emergency procedures. They mainly communicate in
forms of legislations (Act CLXVI0f2012, § 1 (j)), 2012, 65/2013 (III. 8.) Government
Decree, BSI website, 2023).

The last factor to be observed is the composition of stakeholders involved. It is
seen that the interdependence of critical infrastructures is enormous. They even might
cause a domino effect in the case of electricity blackout, natural hazards, epidemics,
pandemics, or cyber hazards (BBK website, 2023a, McGee & Penning-Rowsell,
2022). Based on the analysis of the context presented previously, the goal of this paper
is to detect the interdependencies between stakeholders with a special focus on the
food industrial actors.

4.2. Food supply as critical infrastructure

In this chapter the Hungarian and German approach will be compared, how this
two EU member stated handle food supply as part of the critical infrastructure.

Table 3. Critical Infrastructures with a special focus food sector

Hungary Germany
Sub-legislation | Yes Yes
Related  sub- | Food industry (if production is | Food industry: supply of
sectors above the determined limit [ food to the public, food
from the legislative): production, food processing
- Gene bank for the - live animals which
conservation of plant may be used to
and animal genetic produce food and
resources, hatching eggs,
- seed production - feed,
facility, production of - plants before
vaccines for animals, harvesting that can
- slaughterhouse be used to produce
activities, processing food or animal
of meat and poultry feed,
meat, - seeds,
- keeping livestock - reproduction
(e.g., cattle, pigs, material.
geese, turkey),
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- fruit and vegetable
processing,
preservation,

- dairy processing,

- manufacture of grain
mill products (e.g.,
bread, fresh bakery
products).

Food trade:

- logistics facilities for
the storage and
distribution of food

Food service:
Cooking kitchen for public

Food trade: food supply and
trade
- placing on the
market
- trading activities.

services (e.g., schools,
hospitals)

Content List of actors who belong to the | The process for designation
critical infrastructures, | as a critical system element,

description of the production
limit above they’re considered
as CI actors, the process for
designation as a critical system
element

list of actors who belong to
the critical infrastructures,
providing  facilities and
equipment for the CI actors,
ensuring the basic supply
regarding orders concerning
the production, handling
placing on the market, order
the purchase, collection,

storage, transportation,
distribution or dispensing of
products

order, prohibit, restrict, or

place  under  sovereign
supervision, Application
guides of:
- machinery
- fuels and
combustibles for
machinery

- emergency power
supply equipment

- secure product

- regulations for
temporary
maintenance,
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taking measures for the
sovereign distribution  of
food to the population.
Responsible National Food Chain Safety | Federal Ministry of Food and
| organisation(s) | Office Agriculture

Source: own edition, based on BBK website, 2023b; ESVG, 2017; Government Decree
540/2013 (XII. 30.), 2015

Table 3 shows that both Hungary and Germany prepared individual regulations
for the food sector. The form of regulations is a governmental legislative (ESVG,
2017; Government Decree 540/2013 (XII. 30.), 2015), but the contents are differently
structured. The common characteristics of these regulations are that they describe the
actors who is responsible for the management task in the case of a crisis. The decision-
making and intervention processes are strongly determined in the legislations, so they
can be interpreted as procedural guides. Sub-sectors linked to critical infrastructure
also show divergence. While Hungary directly mentions the cooking kitchens (as
caterers empowered to supply warm and cold food for public organisations), Germany
embedded this service into the term “supply of food to the public) rather focusing on
production, processing, and distribution. The content of the regulations differs in some
points. Hungary focuses on the production limits from which an actor of the food
sector is considered as a CI member. Analysing both documentations, it is seen, that
the requirements for being able to manage crisis situations can be categorised as
follows. First, the CI members must be determined. Governments should deal with
the key stakeholders, who play an important role within the food supply. Second, the
naming of the responsible authority and the publication of the rules of procedure are
required to be able to track the triad of task-responsibility-competence (Eraut, 1998).
The intervention guideline seems to be the most important if an authority has to inform
and even lead food sector actors in direction to work resilient and cooperating with
other CI members within a crisis.

4.3 Stakeholder mapping of the food supply chain from Critical Transport
Infrastructure perspective

The aim of this study is to examine the key stakeholders in critical transport
infrastructure, which plays a prominent role in food supply, and their importance for
critical infrastructure in the event of a disruptive event. To classify the stakeholders,
the work of Savage et al. (1991) has been used (Figure 3).

In food supply, the transport infrastructure is critical to the provision of food to
society. The location of food production often does not coincide with the location of
its consumption, either locally (e.g. dairy products) or globally (e.g. chocolate), and
the same is true for the timing of consumption. In addition, the consumption of
products rarely coincides with the time of production (e.g. sugar, flour). These two
dimensions (place and time value), which contribute to the creation of customer value,
need to be addressed through the transport infrastructure and its stakeholders.
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The stakeholders of critical transport infrastructure in this respect can therefore
be diverse. The creation of the infrastructure is a public task, a state decision, but the
operational implementation itself and then the operational management is typically in
the hands of some public authority. Users include food supply chain actors, farmers
(worldwide), processors, retailers and wholesalers, and logistics service providers that
carry out the actual transport processes. Civil society can also be seen as part of this
chain, because they are the ones who go to the retail unit to buy food and also use the
CTI. In case of a disruptive event an obstruction of CTI can lead most quickly to social
tension.

Critical transport infrastructure has other types of stakeholders, too. NGOs or
other charity and social organisations that are involved in e.g. food supply in the event
of a disaster, or reverse processes in the food chain to avoid food waste and
redistribution. Stakeholders also include chambers and trade associations that
represent the professional or interest groups of the above and convey a unified position
to the state or the authorities. Disruptive events are often reported by the media, which
has a role in informing the public and will be taken into account when drawing up the
relevant map.

The listed stakeholders are classified in Figure 3.

Figure 3 Classification of stakeholders of food supply in CTI context

Stakeholder’s potential for threat FSC’s CTI
High Low
Stakeholder’s High Mixed Blessing Supportive
potential for supply chain EU, State government,
cooperation with downstream and operative authorities,
FSC in CTI upstream members NGOs,
Low Non-supportive Marginal
news and media, nature, trade associations,
human chambers, civil society

Source: based on Savage et al., 1991 own edition

In their study, the authors identified as "supportive stakeholders" primarily those
who have a primary influence on the design and operations of the CTI in a crisis
situation, who are unlikely to threaten the CTI or the FSC, but who nevertheless play
a critical role in a crisis situation. This includes the EU and individual national
governments as well as authorities, who develop and operate the infrastructure based
on common principles and define the crisis procedures. NGOs are also included here
because they are, alongside the former, the most intensively involved in providing for
civil society in the event of a disruptive event.

In the "marginal" category are those stakeholders who, although important, do
not really have any influence or pose a threat. Chambers and professional associations
enable other actors to act in a united way, e.g. in crisis management. Civil society has
little advocacy capacity at the level of individuals, but the whole system under review
works in their interests and seeks to build resilience.

Members of the "mixed blessing" group can become supportive or non-
supportive. Here, mainly upstream and downstream actors of the FSC were
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categorised whose cooperation is of paramount importance in the event of a disruptive
event in the FSC or CTI, but who may also be the source of a disruptive event
themselves. The reactions of FSC members to a crisis event, the way in which a crisis
is handled, or even how a member who has dropped out can be replaced.

The last group, the "non-supportive" category, includes elements and
stakeholders that cannot be influenced externally (natural disasters) or are difficult to
predict (terrorist groups), but whose impact can be drastic. The influence of the media
in the mass media is of great importance, but distorting or exaggerating the news can
cause unnecessary panic among civil society.

The identified stakeholders are therefore all of great importance, and a further
option could be the naming of specific governmental organisations and authorities,
through which individual states can be aware of the range of organisations and entities
that could be involved in the event of a disruptive event, and their potential
responsibilities.

5. CONCLUSION

This is a conceptual paper which aims to highlight the importance and
applicability of a stakeholder analysis as a particular area of critical infrastructure
analysis from a decision maker's perspective. To ensure credible and informative data
besides the literature review, websites from the examined governments and the linked
stakeholders were analyzed.

The main research question of the paper was to compare German and Hungarian
approaches about food supply as critical infrastructure, and to reveal that what kind
of interdependencies exist between stakeholders, and how do they impact the
operations.

From the analysis conducted it can be seen that there are some stakeholders
which may seem obvious, but not all, and there are others that can be key to address
consciously (media). The matrix helps to group and assign strategies to them and is
also a good indication of who can be involved in what kind of processes during a
disruption. Based on the model presented, it is worthwhile in the future to examine
each group (supportive, marginal, mixed blessing, non-supportive) in more depth and
in more detail, in order to better understand the objectives and conflicts of interest of
each group concerned and to propose effective solutions.

NGOs and other social organizations, trade associations and chambers are not
an integral part of the system and could play a role. They should be involved in
gathering sectoral information, providing credible information, communicating
sectoral expectations for CTI development, reaching a broad cross-section of society,
involving and mobilizing civil organizations to achieve resilience. They might also
have a role in cooperating with similar foreign organization organizing cross-border
intervention, sharing information, collect best practices.

Certainly, this research has its limitations. On one hand, the examined critical
infrastructures focus on one area (food supply where water is excluded), but the
extension would have caused conceptual troubles (e.g., water supply is separated from
food in general). Furthermore, the appearance of non-reachable information
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connected to topic hidden by the governments might not cover all research questions
(e.g., Hungary does not provide that detailed and publicly available communication
about the critical infrastructures as Germany does). In the future, the authors aim to
conduct a bibliometric literature analysis with which the research streams and the
thematic evolution could be interpreted. Their aim is to formulate possible practical
implications for both decision makers and citizens in form of a collection of best
practices which highlights the possible preventing methodologies for both entities.
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