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Abstract

By managing risk on the level of the supply chain we gain insight of all potential threats to all
organizations involved in the chain as well as to the supply chain itself, especially to the logistics
resources: flow of goods, services and information; logistics infrastructure and suprastructure; and
people.

Supply chain risk management should represent a crucial activity in every organization. As
there is currently no standard specifically aimed at holistic supply chain risk management, we
propose the use of a combination of the ISO 31000 family, concerning risk management in
general, and ISO 28000 family, concerning safety in supply chains. Both families of standards are
described with propositions for effective use in supply chains.

Based on supply chain risk management research at Faculty of logistics we developed a model
for the activity of risk assessment in the process of risk management in supply chains and
organizations. Especially risk identification as a part of risk assessment can be considered the
single most important activity in the risk management process, because a risk that is not identified
cannot be managed. Our model is the base for the development of the Risk Catalog in Supply
Chains, which is already in place and accessible online. Because of the open source philosophy
applied to the Catalog, every interested individual can provide their input. We hope that over time
with the help of the relevant "community" the Catalog becomes more complete.

With the Catalog we propose a solution for risk assessment in organizations. Some aspects of
risk assessment can be generalized and are a part of our risk Catalog. Other, organization specific,
aspects are described in this article and in the Catalog, but their use and consideration have to be
based on a specific organization's context.

Keywords: supply chain, risk management, risk assessment, risk catalog
1. INTRODUCTION

Supply chain risks should be a main concern in today's operations in any company.
Considering trends of globalization and global sourcing, no company today can operate in a
completely secure environment without risk, deriving from supply chains. Therefore we can say
that the process of risk management is crucial for continuous operations of companies in all fields
of business.

Risk is a word we encounter on a daily basis; however a simple and clear definition of the
word is hard to find, especially in the business sphere. A general definition seems to be the one
also used in ISO 31000 (Risk management — Principles and guidelines): 'Organizations of all types
and sizes face internal and external factors and influences that make it uncertain whether and when
they will achieve their objectives. The effect this uncertainty has on an organization's objectives is
"risk" (ISO 2009)." Furthermore, it is stated in this standard that risk can often be characterized by
reference to potential events and consequences, and is often expressed in terms of a combination
ofthe consequences of an event and the associated likelihood.
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When considering risk management in organizations and in the supply chains they form,
following certain guidelines is advised to ensure the process is thorough and efficient. We propose
the use of ISO 31000 family of international standards, which provides a framework for risk
management in all types of organizations. The basic risk management process, as is defined in ISO
31010, can be seen on Picture 1.

Picture 1. The risk management process as defined in ISO 31010
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Source: ISO [International Organization for Standardization] (2009): ISO31000:2009 Risk  management — Principles and
guidelines. International Organization for Standardization: Geneva, Switzerland, p. 14.

We believe that the process of risk assessment, especially risk identification, is the most crucial
in the whole risk management process. We have to be aware that risks that are not identified and
defined in the first stages of risk management are not later treated and therefore go unseen and
unmanaged. Because of that, a model for efficient risk assessment in organizations was developed.
This model was tested in real life, on an actual logistics company that focuses mainly on
warehousing. The output we got from this test is a catalog of identified risks, where each risk is
also defined or categorized according to different dimensions that will be explained later in the
paper. As this test was well accepted by the test company we have reason to believe that we are on
the right path to achieving our goal, which is to develop a widely usable model for risk assessment.
Moreover, our goal is to implement a web-based catalog of supply chain risks, which is to be
published under an open source license, allowing everyone to use the catalog as a reference and to
propose changes and additions to it.

2. THE MODEL FOR RISK ASSESSMENT
The first step in risk management is always risk identification. This process should be carefully

approached and as extensive as possible in order to identify as much potential risks as possible to
avoid overlooking crucial risks.
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In our model, risk identification is based on three methods that are also proposed by ISO 31010
— free interviews, structured interviews and brainstorming. During sessions between trained
external personnel and organization's employees risks are identified and then later put into the
description model.

Since we believe that risk identification and analysis are the key activities in managing risks,
we defined several dimensions by which each identified risk in a company or supply chain should
be described. A thorough description gives us a base for informed decisions about further actions.
We also have to be aware of the time and process component of this phase of risk management. As
a risk is identified, we strive to define it by some basic dimensions of risk description, which are
included in the risk catalog. Later in the process, during further risk identification, analysis and
evaluation, several other dimensions should be implemented. These next stages of risk assessment
are more complex and involve company specific relations between risks, specific consequences
some risks can have and alike.

This model and the catalog that derives from it are structured so that they complement an
international standard on security in supply chains, ISO 28000. In this standard, several fields from
where risks to a company or a supply chain can originate are defined. In the first step each
identified risk is placed in these groups (extracted from ISO 28000):

a) physical failure threats and risks, such as functional failure, incidental damage, malicious
damage or terrorist or criminal action;

b) operational threats and risks, including the control of the security, human factors and
other activities which affect the organizations performance, condition or safety;

¢) natural environmental events (storm, floods, etc.), which may render security measures
and equipment ineffective;

d) factors outside of the organization’s control, such as failures in externally supplied
equipment and services;

e) stakeholder threats and risks such as failure to meet regulatory requirements or damage to
reputation or brand;

f) design and installation of security equipment including replacement, maintenance, etc.;

g) information and data management and communications.;

h) athreat to continuity of operations.

The description of a risk based on the group from ISO 28000 is also the first dimension ofrisk
definition in the risk catalog. Since some risks are more complex than others, some cannot be
defined simply by one group, therefore some risks also have a secondary group placement.

As we analyze risks we need to be aware that there are different sources of logis tics operations
in supply chains. In our model, we use a simplified view on logistics sources, which we developed
specifically for the use in the risk catalog. We believe that the implementation of logistics is based
on the following sources of logistics:

e the flow of goods or services,

e information,

e logistics infrastructure and suprastructure and
e pecople.

Any consequence of risk, occurring in a supply chain, can influence one or more of these
sources. If we wish to effectively manage risks, we need to be aware of logistics sources that a
specific risk and its consequences possibly affect. That is why the second dimension of defining
risk in our model is to ascertain which sources of logistics can be affected by an identified risk.
Again, as with ISO 28000 grouping, some risks are complex and have wider influences; therefore
they have to be defined as influential on more than one source of logistics.

When defining risks and their influences, we can take a different approach as that of most
today's literature on the subject. If we assume that only people can perceive themselves and
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inanimate things cannot, we can also assert that finally, a certain risk can only influence people,
who are susceptible to perceptions. According to this theory we segment all people, involved in a
supply chain and its surroundings, to different publics, that is different groups of people with same
interests or functions according to the individual risk. When defining risks in our model, we say
that the third dimension of risk identification is exactly that — defining, which publics are affected
by a certain risk.

A supply chain is a complex system of several organizations that work together in a specific
environment. Based on the extent of risk consequences regarding the supply chain, we can define
risks according to the fourth dimension in our model. A risk can occur in three different scopes:

e in a company that is included in the supply chain,
e in the whole supply chain,
e outside of the supply chain, in its environment.

All organizations’ activities can be characterized as technological or commercial. In
accordance we can also define risks as mainly technological, commercial or universal. This is the
fifth dimension of our risk definition model.

Together, a list of identified risks, their definitions by dimensions and additional descriptions
where needed form a base for the risk catalog, published on the Internet.

3. FURTHER DEFINITIONS DURING RISK ASSESSMENT

As stated earlier, in the process of risk identification, analysis and evaluation in a specific
organization, we have to implement additional dimensions of risk definitions in order to
completely understand risks, their connections and impact.

As we know, supply chains are as diverse as today’s consumer markets. Based on the type of a
supply chain or goods that are supplied in a specific chain, we can define risks according to
another dimension in our model. Some risks can occur in all types of supply chains, but some are
specific to a certain type of a chain, for example cold chains, production of flammable materials
etc.

For evaluating risks we have to define their influence on the organization and the
consequences of its occurrence. This represents a base for later defining risk impact and according
to that deciding the needed measures for risk management.

When talking about publics that were defined during risk description we also have to look at the
influence ofrisks on them.

The time component is not only important when looking at the processes of risk management,
but also when looking at risks themselves. Some risks can change over time or their potential
impact can change. In some time frames a single risk can be minor and in some a major influence
on the organization. These time frames, if present, have to be defined in the process of risk
assessment to gain a perspective over changes with time.

For every risk an acceptability level has to be defined. We also have to consider the time
component of the risk when applicable in order to fully acknowledge all levels of potential impact
and to correctly define the acceptability level.

We have to acknowledge that no process in a company can exist without links to other
processes. The same goes for any risk — not a single risk can be isolated, not having any effect on
other processes and also risks in a company or in the supply chain as a whole. Because of that, we
need to define connections between all identified risks, and that is the next dimension in our
model.

A general idea of risk management is that every risk should have a person or group, designated
for its management, usually named risk owner. By defining a specific person for every risk we
achieve a higher level of awareness with those who need to partake in risk management.
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4. RISK CATALOG

The final product of conventional risk identification and risk analysis is a risk catalog which
contains all identified and defined risks in a single organization. We strive to collect these results
into a risk catalog which is expanded onto the whole field of supply chain risks and publicly
available as a valuable resource in this field. Since the process of risk assessment is slow and can
be insufficiently accurate, our idea of a publicly published catalog gives organizations an option to
use previously gained knowledge of the field in their risk management process. This risk catalog
contains supply chain risks as were defined in different companies from different branches of
operations, and can therefore be an excellent resource for any risk manager to use as a guideline
and a checklist. The use of a checklist as a tool for risk identification is also strongly
recommended by ISO 31010, which defines it as 'a list of hazards, risks or control failures that
have been developed usually from experience, either as a result of a previous risk assessment or as
a result of past failures'. Based on that we believe the risk catalog we are implementing is in
accordance with the ISO risk management family of standards, and also takes the frameworks
proposed in the standards to a higher level with the inclusion of more supply chain risk
management experts and through sharing of knowledge throughout the community.

The need for a risk catalog can be seen from many perspectives. Even ISO 31000 defines the
output of risk identification as 'a comprehensive list of risks based on those events that might
create, enhance, prevent, degrade, accelerate or delay the achievement of objectives'. An
organization can undertake the process of risk management by itself, but because of the daunting
scope of this project many decide not to manage their risks all together. By using the catalog as a
resource and checklist, a major step of risk management is already completed, allowing the
organization to approach risk management more prepared and with less complications. We can see
that a risk catalog of this scope, which to this day does not yet exist, is a crucial next step in the
evolution of supply chain risk management worldwide.

Since we believe a resource like that should be freely accessible, it is published under a
Creative Commons license that allows interested users to look at, download and share the risk
catalog with others, as long as proper credit is given to the authors, but they cannot change it or
use it commercially; this is the 'Attribution- NonCommercial —NoDerivs' licence (Creative
Commons 2011). However, since our philosophy is that the catalog is an ever growing publication,
we believe that all users should be able to contribute, comment or add to the catalog. This is
achieved by submissions of ideas to the editorial board, which assesses the contributions and
incorporates them in the catalog when appropriate. Submissions are expected via email
SCRiskCatalog@gmail.com. With this we hope to achieve a widespread interest in the use of the
catalog among professionals from the supply chain field and to additionally increase its scope and
quality. As supply chain risk managers we have to be aware of the importance of cooperation
between companies. One single company or its employees can never identify as many risks as a
group of companies can. Our aimis to connect experts throughout supply chains all over the world
and establish a community with a common goal — to provide insight into risk assessment and the
risk catalog.

The catalog is available online at http://labinf.fluni-mb.si/risk-catalog/. An extensive list of
supply chain risks is given, and the risks are described by the categories listed above. Additionally,
and explanation of the dimensions is given, and also a list of coding for the catalog. On every
dimension code, a list of risks under that code is also given.

On the first page of the catalog website, the actual list of risks is given for easy access, as well
as the categorization of these risks by the dimension we see as most important, which is grouping
according to ISO 28000. Every categorization is performed with a code for the relevant category in
ISO 28000, which is also a hyperlink leading to a supbage with the description of the category and
a list of all risks that fall into that group. The picture below shows a part of the first page of the
risk catalog.
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Picture 2. First page of the online Risk catalog

Laboratory of Informatics, Faculty of Logistics, University of Mariber, Slovenia

Risk catalog

You can find more information about the catalog and model here: Risk assessment

Risk identification as the first step of risk assessment is also covered in our model to some general extent, but organization specific components need to be added.
An extended version of the catalog is found under Risk analysis. Here you can find the risks below, but aditionally defined by several relevant categories.

Since our catalog is based on two families of 150 standards, ISO 31000 {Risk management) and ISO 28000 (Specifications for security management systems for the supply chain), the primary dimension by
which we believe risks in a company should be categorized is grouping of risks according to 150 28000. The list below shows risks, identified in the risk identification process in cooperating organizations,
their description where needed, and their grouping by [SO 28000. A more extensive list of definitions can be found in Risk analysis.

N Group according  Secondary group -
Bk to 150 28000 according to ISO 28000 Dewcripten

Limited or no access to the key locker a.PHY |

Fall of wall/ceiling a.PHY [

[Collapse of tent aPHY

PPlanted bomb or explosive aPHY

Damage to the forklift ramp aPHY [

Damage of cranes, lifts aPHY [

Collapse of the roof (snow...) a.PHY I'I“Iaecoliapse of a roof due to events that could not be influenced.
Destruction - the goods cannot serve its purpose anymore; Reduction of value - the goods

Destruction or reduction of value of goods aPHY cannot serve its intended purpose in the specified scope anymore (wet packaging, expired
expiration date...) .

. . ¢ Damage or an unforeseen breakdown of such scope, that the equipment is temporarily or

Destruction of equipment a.PHY : ity unfit for use.

Employees are not acquainted with measures in case of | o

work accidents e

Work accidents involving employees b.OPT m@ﬂe executing operations - including physical damage to employees, goods or

LLong revolution of storage goeds b.OPT |Stkaﬁks are increasing, the average time of storage is longer than usual.

T —— b.OPT !Enexpgcgnl-mestmmls that are required to maintain the scope of operations as before m an

Source: Authors .
At the bottom of the start page, an explanation of the 'Creative Commons' license, which the risk
catalog is published under, is given, as well as the contact email address you can use if you wish to

comment the catalog or make a contribution. The bottomsection of the page is shown below.

Picture 3. Creative commons license and contact information

License

This website and its contents are published under the Creative Commons License: "Attribution-NonCommercial-NoDerivs (verison 2.3 and higher)". You can find the license online at this address:
hittp:/fwviw creativecommans.org, or in person at the Instifute for intelectual property:

Intitut z2 intelektuzlno lastning
Streliska |
§1-1000 Ljubljana

Propositions for changes and additions to the Risk Catalog

When sending prapositians for changing or adding tothe Risk Catalog | FULLY AGREE WITH THE STATEMENT BELOW.

[ the Editor board of the Risk Catalog accepts my contribution and publishes them in the Catalog, I waive all material authoring rights, that are derived from my authoring, and I agree with the publishing
of my name among the authors of the Risk Catalog.

You can send your contribution to SC RiskCatalog@gmal.com.

[

Source: Authors.
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When you wish to find out more about the catalog itself and also about the risk assessment
process we recommend and was used when compiling it, click on 'Risk assessment'. You are
transferred to another subpage, where you can find a short description of the risk assessment
process and our propositions for it. Most importantly, here you can find links to descriptions of
different dimensions by which risks are defined in the risk catalog. The picture below shows a part
of'this page.

Picture 4. Risk assessment page

Laboratory of Informatics, Faculty of Logistics, University of Maribor, Slovenia

=
I

||tk -:uLnIc-H Contact|

Risk assessment

Effective risk manngement is crucial in today's uncertain economic environment, especially from the point of successful and contineal business cperations in & company. As every
organizabicn is part of one or more supply chains, & holistic sppreach o risk mansgement throughoot supply chains is coucial, becasse an coourring risk 16 o single compoany can have o
serious effect on the whole supply chain.

There are some internationally recogmized standnrds in the Beld, bt no standnrd exists tedey for holistic supply chain risk mansgement. We based our research and catalogee on 150
28000 (Security tn supply chains) and 150 21000 (Risk mansgement) families, bul none of these specifies a secressful risk wentification end descripion model as 8 whole, Because of
thet, we constructed 8 model bo be used o risk sssessment in companies snd supply chains that idenbi fies risks and then sdditionslly describes them by different dimensions.

150 31000 defines the risk assessment process os 6 combinstion of three phases - risk idectfcation, risk anolysis and risk evaleabion,

sk assessment

sk idenH fieation|

Eusk idepiification 1s n process where an organization identifies sources of risk, areas of impact, events apd their causes and their potential consequences. Our risk catalog, ns  list of
identified risks, socomplishes the idestification of events that carry risk. Other perameters of rigks, such as sources and inpact, are specific to sach mdividusl crgenizsticn snd sre
therefore mob in the scope of this general risk cotnlog. These risk parametres have o be ndded to the matalog in each orpanization during risk identifimbion. where this gereral risk
caialog is used as o checklist for an easier and more efficient risk ident fotion.

Eusk nmalysis is the secomd step in risk assessment. where the risk matalog alse represents o valusble resource for croanizations. 150 31000 defines the purpose of risk analysis as
developing nn understanding of the risk. In our model, risks sre desoribed by different dimensions which define their attributes and provide isformation about general risk properties.
we also propese some croanization specific dimensions of definlg risks during risk analysis, which every crganizstion has to define in the frame of its specific external and internal
conkeEl

Risk evaloation as the final step of risk assessment as defined in 150 31000 is the process of deciding about which risks need treatment and the priority for treatment implementation.
This step can not be generalized snd s therefore not in the scope of this risk cotalog, bt is enbirely dependant on specific srganiestions.

Risk catalog

with our mede| we developed 8 ool for compantes that are prepared 1o combine internsl and externsl knowledge for identfying and defining risks.

The Risk caialog that represents the fingl product of this process, can be a permanent and valugble tool for o company's and sepply chain's risk masagement processes. The cotalogue
bas o be examined and complemented on a regular basis tn ensere actuality. Bt provides s base for risk management processes throughout the chain,

Dimensions of risk definition

1. List of grovps by 150 36000
2. st of alfeciee publics

3. st ol afeptee lopushies sources

5. List of process definition

Source: Authors.

When you click on a certain dimension of definitions, for example 'List of affected logistics
sources', a supage opens with a short description of the dimension and with all category codes and
categories by which a risk can be described in this dimension. An example is shown in the picture
below.

41



Picture 5. Subpage for List of affected logistics sources

Laboratery of Informatics, Faculty of Logistics, University of Maribor, Slovenia

Catalo MCOLM'I

List of affected logistics sources

As we identify risks we need to be aware that there are four main sources of logistics aperations in supply chains: the flow of goods or services, information, logistics infrastructure and suprastructure and peaple. Any risk, oocurming in a supply chain, can
‘have an effect only on one or more of these sources. If we wish to effectively manage risks, we need to be aware of logistics sources that a specific risk possibly affacts. That is why this dimension of defining risk in our mode! is to ascertam which sources
of logistics can be affected by an identified risk. You can find the description of a certain code and all connected risks if you click on a code.

Code Description

[FLW 'Flow of goods or services

\INT |Information

5L [Logistics infrastructure and suprastructure
PPL People

|ALS Al logisties sources

Source: Authors.

Since risk assessment according to ISO 31000 is comprised out of three different processes, we
maintain the same philosophy in our risk catalog and divide our processes into these three
categories. Risk identification is the first process of risk assessment. The risk catalog is a very
useful tool for identifying risks, but in every specific organization, additional parameters of risk
have to be defined in order to complete the risk identification phase according to ISO 31000 -
sources of risk, areas of impact, risk causes and their potential consequences. As these cannot be
generalized, they are out of the current scope of this catalog. In most cases though, many
organizations share similar sources of risk, risk consequences and impact. The list is currently
under development. We hope that with more contributions by supply chain risk experts, this list
will also become more complete. Below, you can see the current Risk identification page of our
catalog.
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Picture 6. Risk identification page

Laboratory of Informatics, Faculty of Logistics, University of Maribor, Slovenia

Risk catalng_ F,g_ k assessment Confact

’ . L3 3
Risk identification
The first step in risk management is always risk identification. This process should be carefully approached and as extensive as passible in order to identify as much potential risks &s possible to avoid overioking crucial nisks.

Thus sk cataiog contains supply chain risks as were defined in different companies from different branches of operations, and can therefore be an excellent resource for any nsk manager to use s a quideline and a checklist. The use of & checklist as
ool for risk identification 1s also strongly recommended by IS0 31010, which defines it as 'a kst of hazands, risks or control failures that have been developed usually from expenence, either a5 & result of 2 previous risk assessment or as & result of
past failures'. In every specific organization, additional parametres of risk have to be defined in order to complete the risk identification phase according to IS0 31000 - sources of risk, areas of impact, risk causes and their potential consequences. As
these can not be generalized, they are out of the current scope of this catalog.

In most cases though, many organizations share smlar sources of risk, risk consequences and impact. The table below defines these risk parametres, The list 15 currently under development. We hope that with more contributions by supply chaim risk
experts, this list will also become mare complete.

‘The next phase of nsk assessment according to 150 31000 is nsk analysis, which is based an outputs of risk identification. Our catalog includes extensive general defimtions of nsks also, which you can find in Risk analysis

Risk Group according to [S0 | Secondary group according to IS0 | Sourceof | Avea of | Risk Potential
| 28000 28000 risk impact cause CODSEQUENCES
lhm:tedmmaccesm&e key locker !ﬂ | [ [

[Fall of wallceiing PHT | l

Collapse of tent pHY | ' |
Planted bomb or explasive loPHY |

lanage o te ki remp hB '

amage of cranes, s B [ |
Callapse of the roof snow..| lpy | |
Destruction or reduction of value of goods I PHY

Destruction of equipment . PHY |

{Employees are pot acquainted with measures it case of work accidents b.0PT [ | | |
Work acridents involving emplayees 07T | ; _ |
Lomg revolution of storage goods I0.0PT

Ad-Hoc imvestments 0.0PT

Loss or theftof keys lb.oFT [ |

Theft of goods bOPT | ; |
Thet of computer components b.0PT gD [ |
Thektof forlits B0PT |
TR T ST TR ST O—, b nAT | I [

Source: Authors.

The next stage is risk analysis, which provides an input to risk evaluation and to decisions on
whether risks need to be treated, and on the most appropriate risk treatment strategies and
methods.

Some risk descriptions are general, and some are organization specific. Since this risk catalog
aims to be a resource for all organizations of all types and sizes, only general definition
dimensions are included. Additional dimensions by which we recommend an organization to
define and analyze a certain risk are proposed in this article in the chapter 'Further definitions
during risk assessment'. In the 'Risk analysis' subpage, a list of all risks is given, and those risks are
defined by different dimensions. Every categorization is performed with a code of a relevant
category of a dimension, which is also a hyperlink, leading to a supbage with the description of the
category and a list of all risks that fall into that category of a certain dimension.
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Picture 7. Risk analysis page

Laboratory of Informatics, Faculty of Logistics, University of Maribor, Slavenia

Risk analysis

According to [S0 31000, risk analysis involves developing an understanding of the risk. Risk analysis provides an inpt to risk evaluation and to decisions on whether risks need to be treated, 2nd on the most appropriate risk treatment strategies and
methads.

Some risk descriptions are general, and some are organization specific. Smlhmnskcala]ogammhemwmfmﬂurmmmmﬂwpﬁmﬂsm oaly genera definition dimensions are included. Additional dimensions by which we
Tecommend an organization to define and analyse & certai risk are proposed on the page Drgans

Belovw you can find the risk catalog, where risks are defined by generally applicable dimension. More about the dimensions used is written in Risk assessment,

| Primary | Secondary |
Risk Growp s'm“‘"-' swceol | sowcef ! mﬁ"' Su;:‘y :x S—— Description
‘Limited or no access to the key locker la.PHY 5L 0l | ICOM [TCH
Fall of wallceding By IsL b Tor osc  [IcH !
Collapseoftent uPHY L M b fsc 1
Planted bomb or explosive o PHY ] i | 0SC |TCH
Demsge to the forkift ramp laPHY 5L IFLI opE | oM [TCH
Damage of cranes, ls o PHY iSL FLW NG o coy [cH |
Collaps ofthe rof fsnow..| laPY fsi Ll T losc e collapse of  rof due to evens thet could not be influenced.
[ Destruction - the goads canmot serve its purpose anyiare: Reduction of value -
Destruction or reduction of vlue of goods . PHY |i MNG  [CCU COM JUNR the goods cannot serve ifs mtendd purpose I the specified soape anymore {wet
| Jackagy stind i 0. ),
4 i Damage or an unforeseen breakdown of such scope, that the equipment is
Destruction of equpment o PHY Ii [EMP COM [TCH jorpem it orise
Employees are not acquamted with measures m - = '
‘case of work accidents RO & i3 | (O Iy |
Work acccens ivolvmg employees hoer P o | oM o mfmmmm-mmm S sagoper;
Long reolutionofsorage goods horr| L MNG  fou  lcov o [Stcks are ncreasig, the sverage ime o storage i onger then sl
Aioc borr s NG £ oy o Ln;:;mdmmt&m required to maintain the scope of aperations as
[ In &N orgenzabon.
Loss or theft of keys horT s | foPE Wi |
Thet o goods borr l-:i G o ‘]eve]ﬂs:ffuﬂmﬂ—mmnalmﬁeﬂs {food, beverages...), minor thefts,
e = - == E—t=s r "

§011£ce:Authofs.

When you wish to know more about a certain category or you wish to see all risks that fall into
the category, click on the code in the first column and a subpage will open with its description and
a list of relevant risks. An example for 'b.OPT' is shown below.

Risk evaluation as the final step of risk assessment, as defined in ISO 31000, is the process of
deciding about which risks need treatment and the priority for treatment implementation. This step
cannot be generalized and is therefore not in the scope of this risk catalog, but is entirely
dependent on specific organizations.



Picture 8. Subpage for a single category - b.OPT

Laboratory of Informatics, Faculty of Logistics, University of Maribor, Slovenia

Rusk catalog Risk assessment List

Group by ISO 28000 - b,0PT

Operational threats and risks, including the control of the security, human factors and other activities which affect the organizations performance, condition or safety.

All risks in this category
" Secondary  Primary source Secondary source | Primary | Secondary Scopeof Description by "
‘ e Growp coup | oflogistics | oflogistics | public | public | risk | processes Doscigtion
Employees are not soquainted with measures incase | | s -
of work accidenis bOFT 1ELL OPE ICOM CMM
‘. noT i Accidents while executing operations - imclading physical damage to
0P1 oM L
’T\m‘k accidents imvolving emplovees b 0PT {PPL ‘ﬂ | ICOM  [UNR intoroes, goots of v
‘Lcmg revolution of storege goods hOPT LW |ﬁ |l coM  ovM ‘Stocks are increasing, the average time of storage is kmgerﬂ]an usual
T T = - - -
‘-M-Hoc ot b.0PT L MG iy lany oMM ‘Unexpected investments that are required to maintain the scope of
[ | operations as before m an orgamzation.
[Loss or theft of kevs b.OFT ISL o | ANy [T
| J - : (Three levels of theft - occasional minor thefis (food, beverages...)
. OF T\ JER) L s : ! '
"Dle!{nfqomb h.OPT @ MNG ‘ ANY MR tholti, iaicind fal.
Thet of computer companents b OPT igDC INT FLW e m
Theft of foridifts b.0PT 15L FLW OPE |
3 < ] el | Delivery of goods to customers was not complete - documentation
1l OPT 1
‘hmmdsmafmmcummrs B.OPT ‘m ccu | el e v v g
Loading remps not operating b OPT IsL FLW Joee I
Scamers not opersting b 0PT L FLW [opE [
:Wmtfnm not effectvely burdened b.OPT {PPL OPE | Reduced productivity of workforce due to ineffective task distribution.
|Negative personnel changes b0 IPeL [ALL |
Noncompatihility of customers or suppliers with IS0 | : = | = =
9001 standard, busmess usances etc. hOFT LK MG | FCR QN
[Task not completed bOPT W LW [ALL lecy COM |UNR Work tasks are not completed fully or in the specified time frame.
i [ ‘Requests for less than optimal transport organizing - longer routes,
Mol Towctions: of eamapot LY HsL FLY Im ‘ ﬂ xR vehicles with greater capacity than needed, time limitations...
[Norms are not correctly formed b 0PT PRL FLW lorE [ oM JouM

Source: Authors.

From any page in the risk catalog you can return to the first page by clicking the link at the top
of the page. Depending on where in the catalog you are, links are also given to return to the 'Model
of risk identification' page and the descriptive page for the dimension of risk definition you are
currently browsing through. The top navigation menu also includes a hyperlink that allows you to
send an email to the editorial board of the catalog. An example of the top navigation menu, when

you are browsing through the subpage for 'INT' (in the 'Definition
dimension), is shown below.

Picture 9. Top navigation menu

of affected logistics sources'

Laboratory of Informatics, Faculty of Logistics, University of Maribor, Slovenia

[Risk cataloq|stk assessment]/[List of affected logistics sources |Co‘ntact|

Affected logistics source - INT

Source: Authors.
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5. CONCLUSION

Based on today's uncertain market conditions, demands of globalization and increasing
external threats, we can conclude that in order to assure continuity of operations in an organization
and in a supply chain certain measures have to be taken. Risk management should be a primary
concern for every organization and should be included in every aspect of an organization's
operations to ensure its efficiency and thoroughness. Managers should be aware of threats to their
organization and of'tools to manage them.

Our model for risk assessment allows managers to approach risk management in a simplified
manner, detailing recommended steps, and at the same time providing them with a tool for risk
assessment. The supply chain risk catalog, which is freely accessible online, provides a simple
checklist of risks as were identified by experts, and additionally some general descriptions
according to different dimensions. Organization specific aspects of risks should be added during
the risk assessment process to ensure a thorough understanding of an organization's risks and to
provide an extensive input into the process of risk treatment.

As we believe that only a group of experts can provide the needed knowledge to perfect the
model and assemble a list of risks, as extensive as possible, our model and catalog are freely
accessible. We encourage managers and other experts from the field of risk management to use it
in their work, and consequently provide us with ideas about possible improvements to the model
and additions to the catalog.
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